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Risk Analysis 
 

R1 Personal data is encrypted and becomes unrecoverable. 
The highest risk and probability during the project is that personal data could be encrypted 

by the simulation tool and the user ends up losing their data. During development of the tool 

only the researcher's own personal data and own computer system until there is confidence 

the product won’t have this risk. Then the tool may be tested on different machines such as 

in the Hacklab/Netlab. 

R2 Some ransomware features unable to be safely implemented as envisioned 
Due to the nature of this risk and harm to the system and user data, it’s best to leave out the 

feature from the overall ransomware simulation tool. The reason why this feature could not 

be implemented will be explained in dissertation for future researchers to hopefully aid in 

their attempt. 

R3 Not able to use Hacklab/Netlab network for replication feature.  
In the event that the Hacklab/Netlab network is not usable during the replication stage of the 

tool the project plan will be changed. Instead, a smaller scale proof of concept will be 

created using a virtual machine network in VMWare or VirtualBox. This will allow testing in a 

controlled environment that will not affect systems the researcher does not own.  

R4 Project data loss 
At any point in the project development the project may lose data and progress due to 

system issues, human error and many more issues that may arise. Backups of the project 

will be made regularly as a restore point to not lose any significant progress in the project 

keeping the project on track. 

R5 Unable to obtain Ransomware Simulation tools provided by companies. 
It’s possible that when requesting to use the existing ransomware tools created and provided 
by companies, they will deny it for my intended use for this project. If this occurs with enough 
companies only open-source ransomware simulation tools could be used and compared 
instead. 
 

R6 Unable to implement a feature due to lack of skill 
It is a possibility and risk that the researcher simply will not be skilled and knowledgeable 
enough to implement a feature of the ransomware simulation tool despite best efforts to do 
so. The researcher will undertake extensive research and previous literature on how certain 
features could be implemented to avoid this. 

 

R7 Personal circumstances 
Illness, family emergencies or other circumstances may occur during the project. This will 
have an impact on the project productivity and timescales. By keeping in line with the project 
plan and Gantt chart the workload will be manageable during these situations especially 
reducing stress and pressure to myself. 
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Research Question 
 

Are ransomware simulation tools an effective measure to accurately assess network security 
against a ransomware attack?  



Structure Diagram 
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Example C++20 Programming Code 
Main Function 
 

The user selects which process they would like to run first. Either 
Encryption/Decryption or creating a ransomware note. If in the encryption process, 
another option is given to either encrypt the file or decrypt the file. The file being 
used is a text file on the User’s Desktop called “importantData.txt”. To run the 
program simply create a text file called “importantData.txt” on the windows Desktop 
and the program will function at its current state. 
 

 
Figure 1: Main function lines 150-179 

 
 
 
 
 
 
 

 



Next, the Windows account username is passed to each function: encrypt, decrypt and note 
(Stevewhims, 2021). The Username is used to find the correct file to encrypt/decrypt and to 
place the ransomware note in the correct Desktop directory on the user system. 

 

 
Figure 2: Main function lines 180-209 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



Encryption 
A simple substitution cipher was taken from GeeksforGeeks and adapted to create the 
encryption process seen in this example (GeeksForGeeks and baljeet11801868, 2021).  

 
Figure 3: Encrypt function lines 13-42 

 

 
Figure 4: Encrypt function lines 42-69 



 
Figure 5: Running encryption process 

 

 
Figure 6: data before encryption 

 
 

 
Figure 7: Data after encryption 

 
 
 
 
 
 
 
 
 
 
 

 
 
 



Decryption 
To decrypt the process is simply reversed. The encrypted data is decrypted, placed into a 
text file and then the main file overwritten again with the decrypted data. After this the 
decrypted text file is deleted from the system. 

 
Figure 8: Decrypt function lines 71-100 

 
Figure 9: Decrypt function lines 101-124 



 
Figure 10: Running decryption process 

 

 
Figure 11: Data before decryption 

 

 
Figure 12: Data after decryption 

 
 
 
 
 
 
 
 
 
 
 
 
 

 



Ransomware Note 
A simple ransomware note is placed on the User’s Desktop with the contents being “YOUR 
FILES HAVE BEEN ENCRYPTED” matching the current language used in live ransomware 
samples. A message lets the user know the data can be decrypted using the tool again by 
selecting the Decrypt function and entering the number of the substitution cipher previously 
used to encrypt the data. 

 

Figure 13: Ransomware note function 

 

Figure 14: Running ransomware note process 

 

Figure 15: ransom note in Desktop directory 

 

Figure 16: Ransom note contents 
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